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Abstract. In cases where an investigator has no prior kndgdeof a computer
system to be investigated, the significant investmef time and resources
required to undertake a detailed computer foremesiamination may deter
investigators, given it is not known whether itlwileld any relevant evidence.
This problem is particularly acute in cases invadvi acceptable usage
monitoring or intelligence operations, where anestigator has no particular
expectations about the digital evidence which mighfound on a collection of
computer systems, or no prior knowledge of theagesComputer profilingis

a process by which a computer system is automitiealamined, without
direction, to determine whether the computer systenf interest to a human
investigator. This paper proposes a new technigueafitomated computer
forensic investigations which provides a computefife with historical time-
lining of user and application activity. A protogygoftware implementation of
the technique is described and experimental reavdtprovided and discussed
which demonstrate the feasibility and value of mpowating activity traces into
a computer profile.

Keyword. Computer profiling, digital forensics, digital eeidce, event
correlation.

1 Introduction

Computer forensics encompasses the examinationaaalysis of computer-based
evidence as part of an investigation of a crimswspect behaviour. Most computer
forensic activities are conceived of as part ofrarestigation when there is already a
hypothesis about the crime or suspect behaviour thed protagonists. Existing
forensic tools and approaches are focussed ortiags# investigator who already
knows, in general terms, what he or she is looKorg These traditional computer
forensic tools and approaches are of limited wtilit the case of investigations in
which a computer system is being examined with mor xnowledge of its usage or
its users.
Computer profilingis the forensic reconstruction of a computer systemthe

purpose of characterising its behaviour and uspig®/iding for the identification of
computer systems of interest. Such a forensic oaction is conducted without any
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prior knowledge of the computer to be profiled. [déscribes the extraction of
information from a filesystem and the extractionlofs and meta-information to
identify a static lexicon of objects representihg togical components of a computer
(files, users, applications, and so on). This pagescribes how the dynamic
behaviour of such a system can be characterisexkiogcting activity traces for each
object, allowing for the reconstruction of complaser sessions and the history of the
computer system as a whole.

Existing forensic tools have limited functionality support computer profiling as a
distinct, automated activity. We discuss thesest@mld their limitations in section 2,
and identify event correlation as a possible sofuto address those limitations. The
design of our system and our research methodobglstussed in section 3. We go
on to describe, in section 4, the implementatiora g@froof-of-concept prototype, its
capabilities, and our experimental results usirag foftware. We discuss our results
in some detail in section 5, and discuss somedtmis of our approach. Finally, we
finish by drawing conclusions and identifying fuguwork in the field of computer
profiling in section 6.

2 Redated Work

2.1 FileAnalysisForensic Tools

Some of the best known computer forensic toolsh sag EnCase [2], the Forensic
Toolkit (FTK) [3], and The Sleuth Kit (TSK) [4], arbasically file analysis tools.
They can be used by a forensic examiner to anahdieidual files, as well as
discover deleted and hidden files on a targetsfiigtem. They can be used to examine
an image file of the target file system or to natgythrough the file system’s
directory structure and conduct a search for evidesf the crime or suspicious event
being investigated. They can be used by a foremsigniner to conduct a directed
interactive search of a computer system in ordamimover evidence of a suspected
crime (or other event of interest). File analysisl$ can be used to discover deleted
and hidden files of all types, including text amdghics files hidden inside other files.
These tools also allow an examiner to search timeats of a disk for suspicious
keywords and for specific file-types, thereby idfginig evidence of illegal activity.

File analysis tools like EnCase, FTK and TSK wedledasigned to facilitate an
exhaustive interactive search of a computer hasd. diowever, as hard disk sizes
increase dramatically, an exhaustive interactiawcemay be too time and resource
intensive to be practical. Recognising this faceeBe and Clark proposed the
application of data mining techniques to reduce &unprocessing time of large
datasets [5]. Such techniques could be incorporaiém a file analysis tool, or
perhaps into a computer profiling tool such asahe we describe here.

The functionality provided by existing file analystools is distinct from the
functionality provided by a computer profiling tooA computer profiling tool
conducts an automated examination of the targetpoten system and present its
findings to a human investigator. On the basis ldsé findings, the human
investigator may decide whether or not the compintguestion may be of interest to
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their investigation and therefore warrant a moreated and detailed interactive
investigation with a tool like EnCase, FTK, or TSKhe roles of the two types of
tools are distinct — file analysis tools are usedyather evidence in support of some
hypothesis to be presented to meet some burderoof for example, in a court of
law), whereas computer profiling tools are usedrafvestigative aid to assist in the
formulation of an hypothesis about the computereurkamination.

2.2 Computer Profiling

Computer profiling is a new systematic computeefmic activity for automatically
identifying computer systems of interest [1]. Iinche described as the automated
forensic reconstruction of a computer system fa plurpose of characterising its
behaviour and usage. Such a process is worthwhigeenarios where investigators
obtain a computer system with no specific knowledifea crime or event to
investigate, and want to learn about its usagehd®ahan commit significant human
and technical resources in a full-scale manual dtigation of the system,
investigators in such a scenario would employ aoraated computer profiling tool.
This tool may then be used to determine whetherctimaputer system in question
warranted such an interactive investigation, aralide some context and direction
for such an investigation.

A practical computer profiling software tool needsgather information from a
wide variety of different data sources, and to em variety of techniques to assist
in its data gathering. It incorporates a suite ofdmes designed to examine the file
system and individual files with a similar level @étail to file analysis forensic tools
such as those discussed above. Additionally, ibriperates a suite of modules
designed to extract meta-information about filggl&ations, and users, in order to
facilitate automated decision making about linksl aalationships between them.
Known file filter (KFF) technology is employed nstmply to eliminate so-called
“uninteresting” files, as file analysis tools curtly do, but to identify and categorise
files. Advanced implementations can employ datanginas advocated by Beebe and
Clark, in order to improve the effectiveness andligy of the data analysis of the
contents of a target computer’s filesystem [5]. Megton et al undertook a prototype
implementation of a computer profiling tool, whieggregated the output of external
tools originally built to extract a very specifigpe of information, especially about
files and users, but did not incorporate KFF tedbgy formal datamining
techniques, nor functionality to reconstruct anivégt timeline for the computer
system being examined [1].

Integral to the computer profiling process is th#oaated identification of the
logical components of a computer system and thesifleation of those components
according to an object model. Objects in the madetespond to identified logical
components, and have a type which is part of aatthy of types. This approach is
similar to the approach employed in object-orienfgdgramming. The National
Centre for Forensic Science has advocated the capipin of an object-oriented
paradigm to the representation of digital evidenoeprder to facilitate both the
description of digital evidence in a logical formdato enable the development of
extensible schemas. To this end, the Digital EvdideMarkup Language (DEML) was
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developed [6]. In the computer profiling process tisefulness of an object-oriented
approach extends beyond logical representatiorutonzated reasoning. The object
model proposed by Marrington et al classifies disjexs belonging to one of four
categories -Application Content Principal, andSystemThese categories are defined
by broad super-types, and most objects will acgula# instances of narrower sub-
types (as can be seen in Figure A).

Application
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Fig A The four categories, defined by the super-typét$, example sub-types becoming more
specific.

After creating objects to represent the logical ponents of the target computer
system, relationships between those objects cadidmovered. This facilitates a
meaningful understanding of the computer systenuijerstanding the relationship
between its various logical components. For ingaacUser object (A) would have a
relationship with a Word Processor object (B) anbaument object (C) where A
represented a user who used the software represépteB to create a text file
represented by C. This simple web of relationslép#lustrated in Figure B. In an
interactive computer forensic investigation, a homavestigator may be able to
recognise such relationships intuitively; howevan automated process has no
intuition. ldentifying such relationships automatly is the key feature of the
computer profiling process, allowing the human Btigator's time to be best
prioritised in computer forensic investigations.

Marrington et al identified several areas for fetuvork in the field of computer
profiling, especially the discovery and represeéatatof the history of the target
computer system, through the representation obfiistl states of objects. This would
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allow for a time-dependent or history profile oéthbntire target computer system to
be constructed via composition of information abobject states [1]. This paper
proposes a technique for reconstructing the histdra computer system through
event correlation.

2.3 Event Correlation in Digital Forensics

Event logs are recorded by the operating systewedisas by various subsystems and
applications. There has been significant resedbcutathe examination (or auditing)
of such logs for forensic purposes. Event correhgtiin the context of digital
forensics, is the examination of recorded eventseits of logs in order to provide
various kinds of forensic trace information, indhugt

e user activity,

» application activity,

» identification of anomalous, unusual or even crimhiactivity, and

e correlation of activity traces, e.g. “user A dowadied images X, Y and Z —

and so did user B”.

Tl
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Fig B A simple relationship where A created C using B.

The specific value of event correlation in the eotitof automatic computer
profiling lies in the creation of activity trace$ objects which are as complete as
possible because they are derived not from a ssmlece, but from every event log
source on the target computer system, and ordetedai meaningful sequence. The
Event Correlation for Forensics (ECF) framework wlaseloped by Chen et al with
the strategic objective “to develop a means by twhacconsolidated repository of
event information can be constituted and then edeiin order to provide an
investigator with post hoc event correlation” [@dking the ECF it is possible to create
activity traces and to match them against scenafibs is accomplished by using a
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manual query-based system which allows an inveastigto query a database
composed of event information parsed from hetereges sources and stored in a
standardised canonical format. This work was sulseily expanded upon in into an
Auto-ECF system, which provides automated recogmitdf event scenarios [8].
Using the Auto-ECF system, Abbott et al were ableecognise three test scenarios,
one involving the distribution of pornographic nré#pirated software, another
involving an exploit of the Windows 2000 operatiygstem, and a third involving the
CaseSen attack from the 1999 DARPA IDS evaluatiata dset. We address the
research problem of providing historical timelindsr computer activity by
incorporating an approach similar to the ECF witinputer profiling.

3 Design

3.1 Rationale

Computer profiling is fundamentally an activity afbo reconstructing and
characterising the usage and behaviour of a comgystem, which has an obvious
historic dimension. An overview of a computer systat the time of seizure may
allow an investigator to infer certain facts abitstusage over time. Support for and
confirmation of such inferences can be providedhisyorical information extracted
from the system in question, and this may be dfcaliimportance in subsequently
finding and providing actual admissible evidencee Wypothesise that event
correlation can be useful, employed as part ottimaputer profiling process, in order
to construct timeline activity traces for the oligediscovered on a given computer
system. There are three obvious forms of historctivity tracing when considering
the forensic examination of stand alone computstesys:

»  File activity tracing

» Application activity tracing

*  User activity tracing through the reconstructiorusér sessions

Many file analysis tools, such as those discussezkction 2, support file activity

tracing. EnCase, for example, provides a calernidlandiew of file activity over time
[9]. Investigators employing file analysis toolsncaonstruct application and user
activity timelines by consulting the logs of thengmuter system being investigated,
but this is a manual activity, or must be facittoy purpose-built scripts. Computer
profiling is better suited to creating activity ¢es of applications and users because
such timelines can be placed as part of a modeltahe computer system as a whole,
rather than its filesystem exclusively. A completemputer profile, constructed by a
practical computer profiling tool, would create Apgtion and user activity timelines
automatically and present them to an investigaigraat of its results summary.

3.2 Discovered Events

An approach similar to the ECF allows events odngrover time to be combined
and understood as part of the computer systentsryior as part of the history of
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specific objects. Events can be discovered thrabglexamination of the various logs
on the target computer system. When an event ofesdescription occurs, the
operating system or the application in questioromés one or more entries in one or
more logs on a target computer system. System plication settings select which
events are recorded and which are allowed to pahksut being logged. In regards to
the Windows Event Logs, for instance, without emabhuditing, only certain limited
types of events are logged and visible in the Exéatver, whereas with auditing
enabled many more events are recorded. Thesegsedie recorded in the Windows
Registry and controlled through a graphical uségrface for Local Security Policy
settings [10]. Our design identifies and recordshsevents into a database table of
events along with the unique identifiers of the emlt§ concerned by the event.
Employing a database in this fashion rather tharsttacting a simple list allows for
the subsequent reconstruction of timelines conograpecific objects.

We utilise an ECF-like database design to suppgust time-lining functionality,
similar to the design employed in [7], as an eventrelation subsystem for
incorporation into an implementation of the compysofiling process. Chen et al's
design employs a canonical form for all eventsspestive of the different logs or
systems from which the events were initially draimnthe log parsing stage. We
utilise a table which performs the same function thee computer profiling event
correlation subsystem, although our table hasflekts than Chen’s. This is possible
because of the computer profiling object model dbed in section 2 — we require no
fields specifically relating to the type of the gdi and object as this information is
easily determined using the object ID of each. @lnle is called théiscovered
Eventstable, which comprises the following fields:

e Event ID — Primary key for the event

» Time — The date and time of the event

e Subject — The ID of the object representing théigasor of the action
e Object — The ID of the object being manipulated

» Action — The action being performed

* Result — The outcome of the action (success/fdilaierown)

3.3 Inferred Events

Not all available historical information appearseasnt records in computer logs. The
objects discovered by our computer profiling sofevarovide additional historical
information which is also of significant potentighlue. It is important that this
information be harnessed and incorporated alonly thi¢ information gathered from
the various logs discovered on a computer systeseruimvestigation. Doing so will
ensure that the timelines constructed using thentewerrelation subsystem are as
complete as possible. To incorporate this inforarative utilise a second table, of
identical design to th®iscovered Eventtable, called thénferred Eventgable. For
instance, where a causal conditional exists ibssble to infer that a particular event
took place, even if no direct record of it exidfsP causes Q, and a log record of
event P can be discovered, we can infer that e@esiso took place. Some attributes
of objects in our model of a computer system maydesl to infer such events.
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For example, the “modified time” of a Content ohjegpresenting a file which is
associated with a particular program on the conmpsgestem, represented by an
Application object, yields an inferred event beitigat of the Application object
modifying the Content object. Of course, the “matiftime” field is provided by the
target computer system's filesystem, and could Hasen changed through the
modification of the file by some other program th#rt represented by the
Application object. The fact that the event in digsis drawn from thdnferred
Eventstable allows an investigator to be informed tha @vent is inferred only, so
that the investigator can differentiate betweeméssef which there is direct evidence
and events which are simply inferred to have oazlirr

3.4 Timelining of Application and User Activity

Having collected event information and inferredestlevent information and stored
this data in theDiscovered Eventand Inferred Eventstables, it is possible to
construct timelines through querying the two tabl&y querying both tables
simultaneously, a timeline can be constructed whidhconsist of both discovered
and inferred events. An activity trace can be aoestd for a particular object by
searching for its object ID in the “Subject” and/@bject” fields. For instance, using
our prototype, the following SQL query shows anesedl list of events for which a
given object (“%OBJECT%") is the subject:

SELECT * FROM ( SELECT * FROM I nferredEvents UNI ON ALL
SELECT * FROM Di scover edEvents) AS uni versal events
WHERE uni ver sal event s. Subj ect LIKE "%BJECT% ORDER BY
uni ver sal events. Ti ne;

In this query, “%OBJECT%" can be replaced by a Usgect’s object ID to show
an activity timeline of those events in which thier object was the actor. The same
field can also be replaced by a given Applicatidsjeot’'s object ID to show an
application activity trace for that Application elsf. A more complete timeline could
be constructed by searching for the object ID iasgion in the Object field as well as
in the Subject field.

As computer profiling is an automated process,aib@ve process of querying the
database and constructing activity traces mustub@neated. Queries are pre-written
and stored in a list of queries to be performedmatically after all the objects on a
computer system have been discovered and aftddittevered EventandInferred
Eventstables have been fully populated. Mindful that mwgelming an investigator
with too much information up front compromises tisefulness of computer profiling
as a technique (as discussed in [1]), this infoilwnanust be provided in an accessible
but not overwhelming fashion. User activity tracésach user need to be presented
with the other results relevant to that user. Aggilon activity traces too need to be
presented with the relevant results for a giverieaion.

Our design therefore incorporates the above evamelation subsystem which in
turn includes a relational database with two talitesvhich to store events — the
Discovered Eventtable and thénferred Eventdable. Our design incorporates the
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automated querying of these tables in such a wayg asconstruct a series of events
as an activity trace for a user, application, quaaticular file. The inclusion of the

event correlation subsystem also necessitates nt@rpgoration of log parsers to

process the event logs on the target computerrayste evaluate our approach, we
have implemented a prototype system which implemehe above computer

profiling technique and which incorporates an ewantelation subsystem. We have
employed this prototype software to construct a jater profile of a test case

desktop computer and gathered the events necesshwid two exemplar timelines.

The first is an activity trace of a particular apgtion, the other an activity trace of a
particular user of the desktop computer. Our im@etation and experiment are
discussed in more detail, below.

4 Experimental Results

41 Experiment

As stated earlier, our research objective has beddentify and design a means by
which to create timelines of computer activity sota allow investigators to trace the
activity of a particular user or application. Hayiproposed a design to do this in
section 3, we needed to evaluate the viability wf @pproach. To this end we have
conducted an experiment focussed on assessingé#fielness of event correlation as
a technique to construct user and application igtivaces. We sought to construct
timelines of user sessions, listing a user’s agtisluring each session, and timelines
of application activity, showing, for instance, tfiees opened and modified by an
application.

4.2 Implementation

The core of our proof-of-concept implementation wasdertaken in the Java
programming language, and our software incorporateseral different tools and
libraries which are executed by this core and wipiass their results back to the core.
These tools and libraries are:

» libextractor {ttp://gnunet.org/libextractdr/- a library which can extract
meta-information from files of arbitrary type. Thisformation is stored as
attributes of objects.

 GrokEVT (http://projects.sentinelchicken.org/grokgvt! a collection of
Python scripts built for reading Windows NT/2000/¥#ent log files stored
on a mounted Windows partition.

» A series of Perl scripts which extract modified¢essed and created (MAC)
times of files, extract meta-information from Misaft Word document
files, and give a detailed list of the users of m#fdws host. These scripts
have been heavily modified but their original forawe distributed in [10].

Our prototype software communicates with a MySQltadase, which contains
three tables, th&eyword Associationgable (in which object attributes are stored to

AusCERT2007 R&D Stream

79



allow relationships between objects to be discavéheough querying) [1], and the
Discovered Eventand Inferred Eventstables, as described in Section 3. Our
prototype software runs in Linux, and only build®fies of machines running the
Windows operating system, although our approadieiseric and can be applied to
other operating systems. The filesystem of the \Wivel host to be profiled is
mounted as a read-only partition, allowing our peofsoftware to be used to examine
an offline system without altering the digital esitte. In practical environments a
write blocker and/or bit-wise image of the targktdystem may be incorporated.

Our prototype implementation is intended to evauae viability and usefulness
of event correlation as a sub-activity of compusesfiling. Our prototype software
discovers objects from each of the following thoeg¢egories: Content, Application,
and Principal objects, describing respectively didé¢a, programs, and people. It does
not include the implementation of identifying Symsteobjects. The prototype
discovers objects belonging to each of these cagsjoand extracts the meta-
information about each object, providing especialth information about Content
objects. This meta-information is saved as attebubf the relevant object, and is
inserted into th&Keyword Associationgble of the database for subsequent querying
so that relationships between objects on the baskigheir attributes may be
discovered. The objects themselves may be savedskrialised form and reloaded
(along with the database) for subsequent re-exdimma

4.3 Evaluation

We used an office desktop PC belonging to one efailthors as the target computer
in our experiment. This computer runs Windows XBf&ssional, and a variety of
programs including the Microsoft Office 2003 apption suite. Only one user
primarily uses the computer, although it is paraafomain, and occasionally other
users from the same organisation use it. It is ueedword processing (using
Microsoft Word), web browsing, and very little elsk would be reasonable to
characterise this computer as a standard officgpoten

All three Windows event logs were available forsteibomputer. The Application
log contained 9382 records, the Security log 25&8® the System log 9249. Our
analysis focussed on Application and Content objesituated on the D: drive
partition of this office desktop, which containe@28MB of data in 4551 files in 389
sub-folders.

44 Resaults

After completing the generation of the computerfif@pour software presents the
investigator with a summary screen which showsntlnaber of objects which have
been discovered from each of the three categddiesprofiling software’s automated
examination discovered 16 objects belonging to ®encipal category, 42
Application objects, and 4551 Content objects. Fittbwn Windows event logs, we
extracted 44314 events to insert into Miscovered Eventtable. Given that there
were 44314 records in total across the three Wisdewent logs, this means that there
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were there were no events which were not insertgrltheDiscovered Eventtable.
However, because our computer profiling tool doet implement System objects,
many of the events (especially those extracted ftmarSystem log) have a subject or
object field containing simply the word “SYSTEM™ la complete implementation,
System objects would be implemented, and the figldpulated by the word
“SYSTEM" in our results would instead be populatadthe object ID of a specific
System object. Our software allows the investig&dorowse through the lexicon of
objects discovered on the computer system (asiadeigure C), and then display an
activity timeline for each of these, subject to thmmitations on our software
implementation discussed above.
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Fig C A screenshot showing our prototype's object lexismwser.

To exercise the application timelining functionglitve created an activity trace for
the Microsoft Word Application object. This objext'unique object ID was
“APPLICATION MSWORD16327700". Our software inferr&@b4 events with this
object ID as the subject. These inferred eventewenstructed on the basis of the
fields of Document (a sub-class of Content) objeatisich were initially extracted
from the meta-information embedded in Word filedhe3e inferred events were
ordered by time to show a sequential list of thecloents created, modified, and
opened by Word which were stored on the targefitipsrt Our software extracted
only six discovered events, which were also inctude the timeline — these
represented error messages or application crashesded in the Application log. An
excerpt of this timeline is shown in Table A, beloMote that the only discovered
event in this excerpt corresponds to Microsoft Wendountering an error.
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Through combining information from th@iscovered EventandInferred Events
tables, we were also able to create simple actitridges for user sessions. The
Discovered Eventgable contained logon/logoff information which alled the
bounds of a user session to be established. Thismation was combined with
inferred events with the user as the subject irotd reconstruct the user’s activities
during each session. The complete user activitgltima for the computer’s primary
user (who has been de-identified as “INDIVIDUAL daamymous”) consisted of 1166
events. An excerpt of this timeline, showing sevegssions of the same user, is
shown in Table B.

EventID Source Table Time Subject Object Action Result
44361 Inferred 01/03/05 05:23 APPLICATION MSWORD16327700 WORDDOC confirmation.doc9110923 CREATED Success
44367 Inferred 01/03/05 05:23 APPLICATION MSWORD16327700 WORDDOC old_confirmation.doc17940412 CREATED Success
44379 Inferred 01/03/05 05:23 APPLICATION MSWORD16327700 WORDDOC ~WRL0005.tmp29477163 CREATED Success
44316 Inferred 04/03/05 05:41 APPLICATION MSWORD16327700 WORDDOC 2005 Top Up Application.doc33320810 CREATED Success
44570 Inferred 22/04/05 18:26 APPLICATION MSWORD16327700 WORDDOC ~WRL0005.tmp29477163 MODIFIED Success
44366 Inferred 12/05/05 06:36 APPLICATION MSWORD16327700 WORDDOC model.doc28868898 CREATED Success
44331 Inferred 19/05/05 06:55 APPLICATION MSWORD16327700 WORDDOC CS1 - AUP Violation.doc4977982 CREATED Success
44426 Inferred 20/05/05 13:57 APPLICATION MSWORD16327700 WORDDOC CS1 - AUP Violation.doc4977982 MODIFIED Success

25 Discovered 21/06/05 11:22 APPLICATION MSWORD16327700 APPLICATION MSWORD16327700 FAULT Unknown
44399 Inferred 13/09/05 19:45 APPLICATION MSWORD16327700 WORDDOC ASWEC 2005.doc394365 MODIFIED Success
44324 Inferred 26/09/05 04:52 APPLICATION MSWORD16327700 WORDDOC Annual Progress Report 2005.doc6554172 ~ CREATED  Success
44325 Inferred 26/09/05 04:52 APPLICATION MSWORD16327700 WORDDOC Annual Progress Report 2006.doc4167406 ~CREATED Success
44534 Inferred 27/09/05 11:17 APPLICATION MSWORD16327700 WORDDOC old_confirmation.doc17940412 MODIFIED Success
44347 Inferred 18/10/05 07:00 APPLICATION MSWORD16327700 WORDDOC SRS0.1.doc21409163 CREATED Success
44444 Inferred 15/12/05 13:56 APPLICATION MSWORD16327700 WORDDOC Modelling Operating tems.doc28110456 MODIFIED Success
44447 Inferred 15/12/05 13:56 APPLICATION MSWORD16327700 WORDDOC Object Definition.doc21263661 MODIFIED Success
44405 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC Annual Progress Report 2005.doc6554172  MODIFIED Success
44531 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC model.doc28868898 MODIFIED Success
44465 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC Quality Assurance in a Student Based Agile SMODIFIED Success
44492 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC ace52.doc28532785 MODIFIED Success
44480 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC ScheduleModule3.doc19736274 MODIFIED Success
44483 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC SourceMaterialsForExam.doc5482965 MODIFIED Success
44498 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC assignment 3.doc12085572 MODIFIED Success
44429 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC Computer related crimes.doc11320634 MODIFIED Success
44441 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC InstructionsPARTB.doc19356212 MODIFIED Success
44438 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC Implications for the Disc.doc10311571 MODIFIED Success
44501 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC assignment1_question1ln2.doc2526406 MODIFIED Success
44435 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC ITN673CollectedReport2.doc19061461 MODIFIED Success
44390 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC AlPartBRubric.doc1801334 MODIFIED Success
44555 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC pauls_submission.doc16655704 MODIFIED Success
44411 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC Assignment 1 Part A.doc8306728 MODIFIED Success
44432 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC ITN673.Exam.2003.2.doc7312507 MODIFIED Success
44504 Inferred 15/12/05 17:57 APPLICATION MSWORD16327700 WORDDOC assignment4.doc26760685 MODIFIED Success

Table A — The first 33 events in thapplication activity timelinefor the “APPLICATION
MSWORD16327700” object.

While constructing the user activity timeline shownTable B, we were initially
surprised to discover that obiscovered Eventgble only contained logon failures,
and no successes. Nevertheless, we found that Iégibmes often framed the
activities of a user session. An examination of tib& computer’s logging settings
revealed that only failure audits were enabled lmgon/logoff events, which
explained the absence of logon successes inDiseovered Eventgable. We
concluded that user sessions were often frameddagnl failures as a result of the
user in question mistyping his/her password onenore times before successfully
logging in.

We then enabled success audits for logon/logoffisyeand several days later we
used our software to create a new timeline forstmae user (once again de-identified
and called “INDIVIDUAL 1 anonymous”). This seconidhtline appears in Table C.
In Table C, sessions are framed by successful bgod logoffs. With the new level
of auditing enabled, we can also see “CREATE PRC&EESents, although because
our software does not implement System objectscavet see which processes have
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been spawned. As in Table B, we can see the uBler'activity, inferred from the
fields of Content objects discovered during the patar profiling process.

Event ID Source Table Time Subject Object Action Result
44733 Inferred 30/01/07 21:19 INDIVIDUAL 1 anonymous WORDDOC _Definitions.doc17242295 MODIFIED Success
44633 Inferred 30/01/07 21:35 INDIVIDUAL 1 anonymous CONTENT 6435687 MODIFIED Success
32840 Discovered 31/01/07 15:10 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
44763 Inferred 31/01/07 21:43 INDIVIDUAL 1 WORDDOC confirmation.doc4102111 MODIFIED Success
32839 Discovered 01/02/07 12:19 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32835 Discovered 01/02/07 13:23 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32831 Discovered 01/02/07 13:30 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32825 Discovered 01/02/07 13:34 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32821 Discovered 02/02/07 14:27 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32819 Discovered 04/02/07 16:02 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32813 Discovered 05/02/07 14:26 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32812 Discovered 06/02/07 16:00 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32804 Discovered 06/02/07 16:05 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32802 Discovered 08/02/07 18:44 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
44666 Inferred 08/02/07 18:54 INDIVIDUAL 1 DOCUMENT timeline2006.xis31344098 CREATED Success
44672 Inferred 08/02/07 18:54 INDIVIDUAL 1 DOCUMENT imeline.xls10014334 CREATED Success
44678 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC 6_Monthly_Report_2006.doc11845181 CREATED Success
44690 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC Annual Progress Report 2005.doc6554172 CREATED Success
44692 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC Annual Progress Report 2006.doc4167406 CREATED Success
44704 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC CS1 - AUP Violation.doc4977982 CREATED Success
44738 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC Sample Cases for Computer Profiling.doc10140210 CREATED Success
44758 Inferred 08/02/07 18:54 INDIVIDUAL 1 WORDDOC il doc18206828 CREATED Success
44762 Inferred 08/02/07 18:54 INDIVIDUAL 1 WORDDOC confirmation.doc4102111 CREATED Success
44624 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous CONTENT 31447144 CREATED Success
44800 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC ~WRLO0005.tmp29477163 CREATED Success
44660 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous DOCUMENT timeline.xIs14871751 CREATED Success
44776 Inferred 08/02/07 18:54 INDIVIDUAL 1 anonymous WORDDOC old_confirmation.doc17940412 CREATED Success

Table B — User activity timelineexcerpt with individual user sessions highlightééindows
Event Log success auditing was turned off, thus dhly “LOGON” events recorded are
failures.

It should be noted that in addition to reconstngtthe sessions of a particular
user, it is also possible to reconstruct the sassuf all the users of a computer
system and display this in a single timeline ofrusessions. Using our prototype,
simultaneous sessions are displayed in order obten time, so that in the event of
two users being logged into the computer systemulsameously, the complete
session of the user who logged on first is displdyefore the session of the user who
logged on next. In practical investigations of raulter machines, a more advanced
representation of simultaneous user sessions mdgdimble.

5 Discussion

Our results demonstrate the viability of event emtion as a technique for
composing activity traces for users and applicatigkithough we have focussed our
application activity tracing efforts on a singlepépation, Microsoft Word, our
approach is generic and can be applied to gatHerniation about any and all
applications. Our user activity tracing would albenefit from cross-application
support, as this would allow us infer more typesw#nts about other applications.

In regards to the reconstruction of user sessions,technique produces more
detail about more recent sessions than it doesddrer sessions. This is because we
infer many more events about recent user sesdimmthie simple reason that in many
cases, the only timestamps associated with filggesent the latest instance of
activity, such as the “last printed” date, or “lasbdified” date. This means that
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events will not be inferred, for instance, for nfaditions which took place before the
latest modification. This deficiency might be pallti overcome in a practical
computer profiling tool by examining temporary §ileand fragments of deleted
temporary files in an attempt to reconstruct prasioersions of a file. It might also
be mitigated in cases involving journaling file ®ms, where richer historical
information would be available. By inferring eventeom Content objects and
combining this information with events from tbéscovered Eventtable, extracted
from the operating system’s audit logs, our appmoacesents richer historical
information than a file analysis tool. Our approaalso presents this historical
information in a more intuitive form, by reconstting a series of events
automatically and presenting them in a timeline.

An obvious limitation of any time-lining activitydsed on timestamps provided by
a computer’'s system clock is the inaccuracy inheiensuch clocks. This is a
limitation shared by our approach and by file as&lyools such as EnCase [9]. The
solution for addressing this issue suggested meguéntly in the literature is to note
the system clock time of a computer under invettigaat the time of its examination
and to determine the discrepancy between that éintethe time of a reference clock
[11, 12]. However, this solution does not addréssissue of clock skew varying over
time prior to the examination of the computer systeSchatz et al proposed a
technique for establishing the provenance of tiameps employing correlation of
events stored in logs on two different hosts ifi@nt/'server relationship [13]. This
technique might prove useful for determining theusacy of timelines constructed
with the method we have proposed in cases wheesiigators also have access to a
server which has had frequent contact with the aderpunder investigation (for
instance, in internal investigations in a corpoeaigironment).

5 Conclusion

Event correlation is an activity which can be ugedcharacterise activity on a
computer system or systems. As such, it has sagmifivalue to computer profiling,
which is a methodology conceived for the automatsbnstruction of a computer
system in order to provide direction for digitatdasic investigations.

The event correlation subsystem for computer facsng/hich we specified in
section 3 stores information found in the operatsystem’s event logs in a
Discovered Eventtable in a relational database. This informatioasbined with
events inferred during an examination of the fisteyn itself and stored in dnferred
Eventstable of the same database. By querying both taltlespossible to correlate
the disparate sources of events and reconstruanelirte of application or user
activity.
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Event ID Source Table Time Subject Object Action Result
32262 Discovered 13/02/07 14:23 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
32265 Discovered 13/02/07 14:23 INDIVIDUAL 1 anonymous SYSTEM LOGON Success
32177 Discovered 13/02/07 14:24 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
32176 Discovered 13/02/07 14:25 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
32169 Discovered 13/02/07 14:25 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
32165 Discovered 13/02/07 14:27 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
32050 Discovered 13/02/07 16:49 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
32039 Discovered 13/02/07 16:49 INDIVIDUAL 1 anonymous SYSTEM LOGOFF Success
32041 Discovered 13/02/07 16:49 INDIVIDUAL 1 anonymous SYSTEM LOGON Success
44799 Inferred 13/02/07 16:49 INDIVIDUAL 1 WORDDOC doc17111494  MODIFIED Success
32033 Discovered 13/02/07 16:50 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
32027 Discovered 13/02/07 16:51 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31938 Discovered 13/02/07 18:20 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31928 Discovered 13/02/07 18:20 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31927 Discovered 13/02/07 18:20 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31925 Discovered 13/02/07 18:21 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31924 Discovered 13/02/07 18:21 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31921 Discovered 13/02/07 18:21 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31920 Discovered 13/02/07 18:21 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31919 Discovered 13/02/07 18:21 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31913 Discovered 13/02/07 18:23 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31912 Discovered 13/02/07 18:23 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31908 Discovered 13/02/07 18:23 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31897 Discovered 13/02/07 18:28 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31896 Discovered 13/02/07 18:29 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
44796 Inferred 13/02/07 18:29 INDIVIDUAL 1 WORDDOC qylpolicy.doc25624563 CREATED Success
44797 Inferred 13/02/07 18:29 INDIVIDUAL 1 WORDDOC qylpolicy.doc25624563 MODIFIED Success
31895 Discovered 13/02/07 18:29 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31894 Discovered 13/02/07 18:29 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31893 Discovered 13/02/07 18:29 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31888 Discovered 13/02/07 18:29 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
31931 Discovered 13/02/07 18:30 INDIVIDUAL 1 anonymous SYSTEM LOGOFF Success

2830 Discovered 14/02/07 14:10 INDIVIDUAL 1 anonymous SYSTEM LOGON Success
2835 Discovered 14/02/07 14:10 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
2816 Discovered 14/02/07 14:11 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
2790 Discovered 14/02/07 14:12 INDIVIDUAL 1 anonymous SYSTEM LOGOFF Success
2003 Discovered 14/02/07 14:42 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
2006 Discovered 14/02/07 14:42 INDIVIDUAL 1 anonymous SYSTEM LOGON Success
1929 Discovered 14/02/07 14:52 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1928 Discovered 14/02/07 14:52 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1916 Discovered 14/02/07 15:02 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1909 Discovered 14/02/07 15:12 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1874 Discovered 14/02/07 15:58 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1861 Discovered 14/02/07 16:03 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1857 Discovered 14/02/07 16:07 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1856 Discovered 14/02/07 16:07 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1812 Discovered 14/02/07 16:34 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1777 Discovered 14/02/07 17:30 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1766 Discovered 14/02/07 17:43 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1755 Discovered 14/02/07 17:56 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1735 Discovered 14/02/07 18:07 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1730 Discovered 14/02/07 18:07 INDIVIDUAL 1 anonymous SYSTEM LOCK Success
1732 Discovered 14/02/07 18:07 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Success
1709 Discovered 14/02/07 18:18 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1703 Discovered 14/02/07 18:28 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1694 Discovered 14/02/07 18:39 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1688 Discovered 14/02/07 18:40 INDIVIDUAL 1 anonymous SYSTEM LOCK Success
1690 Discovered 14/02/07 18:40 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Success
44785 Inferred 14/02/07 18:40 INDIVIDUAL 1 anonymous WORDDOC paper.doc16042569 MODIFIED Success
1676 Discovered 14/02/07 18:42 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1675 Discovered 14/02/07 18:42 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1674 Discovered 14/02/07 18:42 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1672 Discovered 14/02/07 18:42 INDIVIDUAL 1 anonymous SYSTEM LOGOFF Success
1556 Discovered 15/02/07 13:55 INDIVIDUAL 1 anonymous SYSTEM LOGON Failure
1553 Discovered 15/02/07 13:55 INDIVIDUAL 1 anonymous SYSTEM LOGON Success
1470 Discovered 15/02/07 13:56 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1467 Discovered 15/02/07 13:56 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1461 Discovered 15/02/07 13:57 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1458 Discovered 15/02/07 13:57 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1457 Discovered 15/02/07 13:57 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1454 Discovered 15/02/07 13:58 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1453 Discovered 15/02/07 13:58 INDIVIDUAL 1 anonymous SYSTEM LOCK Success
1258 Discovered 15/02/07 14:06 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Failure
1255 Discovered 15/02/07 14:06 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Success
1145 Discovered 15/02/07 14:50 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1139 Discovered 15/02/07 14:52 INDIVIDUAL 1 anonymous SYSTEM LOCK Success
1141 Discovered 15/02/07 14:52 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Success
1122 Discovered 15/02/07 15:16 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS Success
1117 Discovered 15/02/07 15:16 INDIVIDUAL 1 anonymous SYSTEM LOCK Success
1107 Discovered 15/02/07 15:16 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1106 Discovered 15/02/07 15:16 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1096 Discovered 15/02/07 15:31 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1027 Discovered 15/02/07 16:47 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
1020 Discovered 15/02/07 16:47 INDIVIDUAL 1 anonymous SYSTEM UNLOCK Success
44788 Inferred 15/02/07 17:58 INDIVIDUAL 1 anonymous WORDDOC paper.doc9518166 CREATED Success
44789 Inferred 15/02/07 17:58 INDIVIDUAL 1 anonymous WORDDOC paper.doc9518166 MODIFIED Success
942 Discovered 15/02/07 17:58 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
941 Discovered 15/02/07 17:58 INDIVIDUAL 1 anonymous SYSTEM CREATE PROCESS  Success
940 Discovered 15/02/07 18:01 INDIVIDUAL 1 anonymous SYSTEM LOGOFF Success

Table C — User activity timeline excerpt from a period with Windows Event Log

success auditing turned on. Individual sessions Haeen highlighted in alternating
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There are a number of areas which require futwseaneh in the field of computer
profiling. An obvious research problem lies in thatomated characterisation of
Content objects. In future work, we intend to irtigeste the application of known-file
filter technology to characterise and categorisal lthsk contents. Existing forensic
techniques typically employ KFF technology to elatie operating system files and
common application files from an investigationpaling an investigator to focus his
or her efforts on the remaining files. We belielattKFF technology could be used in
computer profiling to allow an “educated guess’b® made about the contents of a
filesystem or subdirectory on the basis of positdentification of files belonging to
suspicious categories (e.g. pornography, copyrighteusic, etc) using a KFF
database. In investigations of distribution ringgalving multiple computers, some of
the same files would be found on each computenerring.

We believe that some theoretical aspects of compptefiling, especially
relationships between objects in the model desdribg[1] have been inadequately
defined. Future research should aim to provide &rdefinitions of objects and the
relationships between them which are discoveregaas of the computer profiling
process. This may entail a formal representatioobpécts, the relationships between
them, and their history, perhaps employing a markanguage such as the Web
Ontology Language (OWL), or the Digital Evidenceritaip Language [6]. Creating
formal definitions for objects and relationshipdlwilow future research to expand
upon the usefulness of computer profiling to inigggbrs by adding more granularity
and detail.

In this paper we have described how event coroglatan be incorporated into the
computer profiling process to create timelines séruand application activity. We
believe that computer profiling is an important ithf forensics activity with the
potential to significantly improve the efficiency forensic investigations, and that
via an analysis of event logs and the historicidrimation stored in computer files, a
more complete and useful view of a computer’s Inystan be obtained than has been
possible with other sorts of computer forensic $odVe have presented a proof-of-
concept implementation of the computer profilinggess incorporating an event
correlation subsystem of our own design, and hawel@yed that prototype software
to construct timelines of an example applicatioaldivity, and an example user’s
activity. We have demonstrated the value and \tgbdf event correlation as a
technique in a forensic examination of a stand-@loomputer system, and conclude
that it is a worthwhile addition to computer profg in the automated forensic
reconstruction of a computer system.

Acknowledgements. The authors would like to acknowledge the inpuytheceived
from Mark Branagan.
References

[1] A. Marrington, G. Mohay, H. Morarji, and A. Clar "Computer Profiling to Assist
Computer Forensic Investigations," presented at RIS8éurity Technology Conference,
Canberra, 2006.

AusCERT2007 R&D Stream 86



(2]

(3]

[4]

(5]

(6]
[7]

(8]

9]

Guidance Software, "EnCase Forensic: Product e, "
http://www.guidancesoftware.com/products/ef_indsma 2007, Accessed: 14 February,
2007.

AccessData, "Forensic Toolkit - Overview,"
http://www.accessdata.com/catalog/partdetail.aspet@p=11000 2007, Accessed: 14
February, 2007.

B. Carrier, "The Sleuthkit & Autopsy: Forensic dle for Linux and other Unixes,"
http://www.sleuthkit.org2005, Accessed: 15 April, 2005.

N. L. Beebe and J. G. Clark, "Dealing with TertbPatasets in Digital Investigations," in
Research Advances in Digital Forensits. Pollitt and S. Shenoi, Eds. Norwell: Springer,
2005, pp. 3-16.

R. Eaglin and J. P. Craiger, "Data Sharing aredDiigital Evidence Markup Language,”
presented at 1st Annual GIJXDM Users Conferencentdl 2005.

K. Chen, A. Clark, O. de Vel, and G. Mohay, "ECIEvent Correlation for Forensics,"
presented at Australian Computer, Network & Infororat Forensics Conference
(ACNIFC), Scarborough, Australia, 2003.

J. Abbott, J. Bell, A. Clark, O. de Vel, and GoNhy, "Automated recognition of event
scenarios for digital forensics," roceedings of the 2006 ACM symposium on Applied
computing Dijon, France: ACM Press, 2006, pp. 293-300.

G. Mohay, A. Anderson, B. Collie, O. de Vel, afl McKemmish,Computer and
Instrusion ForensicsNorwood: Artech House, 2003.

[10] H. Carvey,Windows Forensics and Incident Recoyelrst ed. Boston: Addison-Wesley,

2005.

[11] C. Boyd and P. Forster, "Time and date issuefliansic computing - a case study,"

Digital Investigation pp. 18-23, 2004.

[12] R. Nolan, C. O'Sullivan, J. Branson, and C. WdiEist responder's guide to computer

forensics." Pittsburgh: Software Engineering It Carnegie Mellon University, 2005.

[13] B. Schatz, G. Mohay, and A. Clark, "A correlatimethod for establishing provenance of

timestamps in digital evidenceDigital Investigation - The Proceedings of the Bitmual
Digital Forensic Research Workshop (DFRWS,'08). 3, pp. 98-107, 2006.

AusCERT2007 R&D Stream

87



